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ARIA USER ADMINISTRATOR ROLES AND RESPONSIBILITIES

Purpose

The purpose of this Standard Operating Procedure (SOP) is to describe the procedure to be followed by the user administrators when adding,
removing or maintaining user accounts within ARIA and to ensure that the user administrators use the Security application as agreed within the
Kent and Medway Cancer Collaborative and in accordance with trust information governance procedures.

Scope

This SOP applies to all user administrators and all user accounts in ARIA within the Kent and Medway Cancer Collaborative.

Responsibilities and Documentation

The user administrator is responsible for the following tasks and MUST be in receipt of a fully completed KMCCEPO17 ARIA user account
management form before undertaking the following:

Account set-up
Account changes
Account inactivation
Account activation*
Password resets
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If the user accessed the system within the last 6 months then the account can be re-activated without refresher training. If the user last accessed
the system more than 6 months ago then refresher training must have been provided and documented on the user account management form
together with the appropriate user group and locations.

Limitations

User Administrators must not:

Access, amend, maintain or inactivate the accounts of staff outside their organisation

Create or amend their own account(s)

Create additional accounts for a single user. Such requests must be referred to the system administrator
Create generic accounts. Such requests must be referred to the system administrator

Add, transfer or activate user accounts to the following groups: Pharmacists System Admin, Pharmacists Validation, Radiation Therapy,
OpTxVaris Development, VMS Development. All requests to place or transfer staff into these groups should be forwarded to the system
administrator.

User Groups

User groups defined in ARIA are all prefixed MTW and are named as follows:
Accredited checking pharmacy tech

Consultant (Use for ALL prescribers including registrars, non-medical prescribers etc.)
HCA (copy of view and print with addition of access to record Vital Signs)
Informatics (Same as View & Print but with the addition of SACT reports)
Nurse

Nurse Manager + Planner

Nurse Manager + Scheduling

Paediatric nurse

Paeds Prescriber

Pharmacist

Pharmacists System Admin — Refer requests to KMCC System Administrator
Pharmacists Validation - Refer requests to KMCC System Administrator
Pharmacy Tech

Radiation Therapy — NOT TO BE USED

Research Nurse

Scheduler

Technician Builder - Refer requests to KMCC System Administrator

Users Admin - Refer requests to KMCC System Administrator

View & Print

OpTxVaris Development — NOT TO BE USED

VMS Development — NOT TO BE USED
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Enter your user name and password. These are usually the
same as your windows details. Ensure you are working from
the correct domain. This should be the trust that you work
from or if you are cross-site, this should be your base trust.

Select MO Security

Enter your username as User ID. This is usually

firstname.surname format. “From” should always be MTW NHS

Trust and “Login to” should be the same.

MO

Citrix Receiver

Security

@ Security

User name:

Password:

Doenain:

User 1D "nelen. downs

from IMTW MHS Trust

Password r*****

Login ta[MT% NHS Trust

=

0

Your password must be between 6 and 10 characters long, start with a capital letter and be mixed case. It should contain at least 2 numbers,

no special characters and be unique from the previous 5 passwords

2. USER = USER REGISTRY

List of current users is

Suspended or Inactive

. Search B Sh
displayed below. Select from FELSE,LM I\ . =
drop down list to display All, " Userm

[ Name Juser o [ nstitution [ User status
Mew... | Modify. .. Inactivate... II Rezet Password Change Mame...|| Preferences... |

® New - Create a new user. See Page 3

® Modify - To amend anything within the General tab of the user

® Inactivate - To inactivate a user’s account. Users are never deleted completely from the system so this function can also be used for
those on long term leave that will need re-activating at a later date. Select OK to complete inactivation of account and change their

status to ‘Inactive’

® Reset Password - Select, and then select yes to reset the user’s password. The generic default password for new users and password
resets is password. The user will then be prompted to create a new password next time they log in.

® Change Name - Complete name changes for userID, display names and title here using the same process as for new users.

3. ACCOUNT SET-UP USER => USER REGISTRY = NEW

Select Cancel

® Name/Address tab

© Complete Title from drop-down list if known.

O Enter first & last names
O Leave all other fields blank

® Phone/Email tab

O Leave blank

# New User

Frea— |
= I —
——— Tt [ [or =
| | =
Name,/Address PhonefEmal | Genersl | D Keys |
Institution, ..
First Tnitial Last Preferred
Lk At o
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NEW USER => NON-PRESCRIBER
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e General tab
© User ID: This is the users’ log in name. Enter — — Instiution...
username in firstname.surname format [E=mD | I Provider ol |
O From: ALWAYS select MTW NHS Trust ki j C
o User Group: Select from drop-down menu as proctce tonagenent ser 10 [ I
appropriate for job role. = = [[:
o Discipline: Select from drop-down menu as cm: —I - )
appropriate for job role Freferred Method of Comespondence [Trpected =] T
o Preferred Method of Correspondence:
Leave as ‘Unspecified’
@ Select OK to complete and save
® Leave these boxes blank: Practice Management User 1D [
NEW USER => PRESCRIBER
® General tab
© User ID: This is the users’ log in name. Enter
e Noefasioss | shoneel s |
username in firstname.surname format retition...
© From: ALWAYS select MTW NHS Trust | I | | WETESEE ek |
© Discipline: Select Physician mlﬁ j L facee creas
I ko Creats
o Classification: Select Clinical or Medical Oncologist, B DA I nuto Crente
Haematologist or Paediatrician for Consultants only. == = :: o
This entry is essential for the SACT data submission. = e
Leave blank for other prescribers Prefemed Method of Comespondence [Grpecied = e
o Preferred Method of Correspondence:
Leave as ‘Unspecified’
© Check Provider box for prescribers
o Select Institutions. Continued below.... (o] |

@ Leave these boxes blank: Designation

@ Institution Button
© Add ward level locations that the user will be
prescribing at. Click once on the location on the
left then select Add to add.

# Institutions of Practice

User Name |Doctor, Helendowns

o Click on location once then on Remove to Avaiable Insttution(s) - [ sefectec nstiutionts) [ Ast Farmuiry Grove | Avaibity
f th . Brabourne Ward Add >3 Default Location for Provider G
remove from their access. Cathedral Day Unit N INPATIENT
thedral Uni << Remove )
© CONSULTANTS ONLY add TEST LOCATION - ot oo e s |
OUTPATIENTS Charles Dickens Day Unit TEST LOCATION - OUTPATIENT {None)
Chartwell Schedule [Exam =] in [tNone)
© It is not necessary to enter Hospital or Trust Darent Valey Hospital
. i . Dartford and Gravesham MNHS Trust
locations to most accounts, the exceptions being '~ o+~ o
Nurse + Planner and User Admin which will both
need ‘MTW NHS Trust’
O Select OK to complete
it | e | oo
@ Select ID Keys tab ——
O Enter the consultant’s GMC number prefixed with Instituton [MTW NH Trust =l I~ Show ristory T
‘C’ or the non-medical prescribers registration Erowe [ e
number into the GMC# field. To find a GMC number TEs FI
) ) EFEITE eI 7
go to https://www.gmc-uk.org/registration-and- @D I
. ) j i PASID ica
licensing/the-medical-register then search the
register. To find a pharmacist registration number
(only if they are in the Consultant group), go to
https://www.pharmacyregulation.org/registers/phar
macist then search the register. This entry is
essential for the SACT data submission.
0 Select OK to complete and save. =
SOP No KMCCEPO033 Version 2 Supersedes version 1 page 3 of 4
Written By H Downs Authorised by SACT Governance Group Date June 2023 g
KMCC document: No responsibility will be accepted for the accuracy of this information when used elsewhere.



https://www.gmc-uk.org/registration-and-licensing/the-medical-register
https://www.gmc-uk.org/registration-and-licensing/the-medical-register
https://www.pharmacyregulation.org/registers/pharmacist
https://www.pharmacyregulation.org/registers/pharmacist

NHS|

Kent and Medway
Cancer Collaborative

ACCOUNT CHANGES

@ Change a user’s User Group User = User Registry = Highlight user to be amended = Select Modify

On the General tab, select new user group from drop-down menu. See Limitations section to ensure this is permissible and if not refer
request to the system administrator.

® Change a user’s name User = User Registry = Highlight User to be Amended = Select Change Name
On the Name/Address tab change the display name and on the General tab change the user’s login name.

INACTIVATE A USER User = User Registry = Highlight User to be Inactivated = Select Inactivate = OK

Users cannot be deleted fully from the system, their accounts can only be inactivated.

ﬁg](\)/CLFI'AN INACTIVE USER'S User = User Registry = Highlight User to be Activated = Select Activate = OK

Ensure the user group is still appropriate for the user.

RESET A PASSWORD User = User Registry = Highlight User Account to be Reset = Select Reset Password

Password will be reset to the default to enable the user to log in and change to a new password of their choice.

EXIT SECURITY

# ARIA Test - Security on TWHCTX06 !Em

Ble Lsers Repoets Bling Apents Scheddng Jests Medcal Regutries Operational Registries  Jystem Admin  Window  Hel
£ B @ ¢ § ® u Mm

Uiar w-'o». Pyt Acinie Dilag Cot. Recotios  Duna Updets  Smnetion

Always use File then Exit to close the application and log yourself off. Never use X as this will close the window but leave you logged in
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